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Chapter 36

Pakistan

S. U. Khan Associates
Corporate & Legal Consultants

Saifullah Khan

Saeed Hasan Khan

1.1 What is the principal data protection legislation?

The legislation on data protection is in draft/Bill stage and yet to be
passed by the Parliament. Its title is the Personal Data Protection
Bill 2018 (“the Bill”).

1.2 Is there any other general legislation that impacts
data protection?

The Prevention of Electronic Crimes Act, 2016 also contains certain
significant provisions about data protection.

1.3 Is there any sector-specific legislation that impacts
data protection?

Within the banking sector, the Payment Systems and Electronic
Funds Transfers Act, 2007 provides for the secrecy of financial
institutions’ customer information; violation is punishable with
imprisonment or a financial fine, or both. For the telecoms industry,
the Telecom Consumers Protection Regulations, 2009 confers on
subscribers of telecoms operators the right to lodge complaints for
any illegal practices with the Pakistan Telecommunication
Authority, “illegal practices” being a broad term which includes,
inter alia, illegal use of personal data of subscribers.

1.4 What authority(ies) are responsible for data protection?

Under the Bill, the proposed National Commission for Personal
Data Protection would primarily be responsible for data protection.

2.1 Please provide the key definitions used in the relevant
legislation:

[ ] “Personal Data”

“Personal data” means any information in respect of
commercial transactions, which:

(1) is being processed wholly or partly by means of
equipment operating automatically in response to
instructions given for that purpose;

(i1) is recorded with the intention that it should wholly or
partly be processed by means of such equipment; or

(iii) is recorded as part of a relevant filing system or with the
intention that it should form part of a relevant filing
system,

that relates directly or indirectly to a data subject, who is
identified or identifiable from that information or from that
and other information in the possession of a data controller,
including any sensitive personal data and expression of
opinion about the data subject.

“Processing”

“Processing”, in relation to personal data, means collecting,

recording, holding or storing the personal data or carrying out

any operation or set of operations on the personal data,

including:

(1) the organisation, adaptation or alteration of personal
data;

(i1) the retrieval, consultation or use of personal data; and

(iii) the disclosure of personal data by transmission, transfer,
dissemination or otherwise making available; or

(iv) the alignment, combination, correction, erasure or
destruction of personal data.

“Controller”

“Data controller” means a person who either alone or jointly
or in common with other persons processes any personal data
or has control over or authorises the processing of any
personal data, but does not include a data processor.

“Processor”

“Data processor”, in relation to personal data, means any
person, other than an employee of the data user, who processes
the personal data solely on behalf of the data controller, and
does not process the personal data for any of his own purposes.

“Data Subject”

“Data subject” means an individual who is the subject of the
personal data.

“Sensitive Personal Data”

“Sensitive personal data” means personal data revealing racial
or ethnic origin, religious, philosophical or other beliefs,
political opinions, membership in political parties, trade
unions, organisations and associations with a religious,
philosophical, political or trade-union, or provide information
as to the health or sexual life of an individual, or the
commission or alleged commission by him of any offence, or
any proceedings for any offence committed or alleged to have

WWW .ICLG.COM

ICLG TO: DATA PROTECTION 2019

© Published and reproduced with kind permission by Global Legal Group Ltd, London



S. U. Khan Associates Corporate & Legal Consultants

Pakistan

been committed by him, or the disposal of such proceedings or
the sentence of any court in such proceedings or financial, or
proprietary confidential personal data; OR

“sensitive personal data” means any personal data consisting
of information as to the physical or mental health or condition
of a data subject, his political opinions, his religious beliefs or
other beliefs of a similar nature, the commission or alleged
commission by him of any offence or any other personal data
as the Commission may determine by order published in the
Gazette.

“Data Breach”

There is no definition of this term in the relevant national
legislation.

Other key definitions — please specify (e.g., “Pseudonymous
Data”, “Direct Personal Data”, “Indirect Personal Data”)

“Commercial transaction” means any transaction of a
commercial nature, whether contractual or not, which includes
any matters relating to the supply or exchange of goods or
services, agency, investments, financing, banking and insurance.

“Vital interests” means matters relating to life, death or
security of a data subject.

Do the data protection laws apply to businesses
established in other jurisdictions? If so, in what
circumstances would a business established in
another jurisdiction be subject to those laws?

Section 3(2)(b) of the Bill brought the applicability of the Bill on
businesses (persons) not established in Pakistan but using equipment
in Pakistan for processing personal data otherwise than for the
purposes of transit through Pakistan. Those persons are required to
nominate a representative in Pakistan for the purposes of the Bill.

What are the key principles that apply to the
processing of personal data?

Transparency
The principle of transparency is not dealt with in the Bill.
Lawful basis for processing

Personal data shall not be processed unless the personal data
are processed for a lawful purpose directly related to an
activity of the data controller.

Purpose limitation

Personal data shall not be processed unless the processing of the
personal data is necessary for or directly related to that purpose.

Data minimisation

Personal data shall not be processed unless the personal data
are adequate but not excessive in relation to that purpose.

Proportionality

This is not dealt with in the Bill.

Retention

The Bill stipulates that personal data processed for any purpose
shall not be kept longer than is necessary for the fulfilment of
that purpose. The Bill confers a duty on the data controller to
take all reasonable steps to ensure that all personal data are

destroyed or permanently deleted if they are no longer required
for the purpose for which they were to be processed.

Other key principles — please specify

The Bill recognises and provides for consent to be an
essential requirement to process personal data of the data
subject. The Bill also provides that the data controller may
not disclose personal data without the consent of the data
subject. The data controller is further required to take
practical steps to protect the personal data from any loss,
misuse, modification, unauthorised or accidental access or
disclosure, alteration or destruction.

5.1

What are the key rights that individuals have in
relation to the processing of their personal data?

Right of access to data/copies of data

The data subject is granted the right of access to personal data,
upon payment of a prescribed fee, and the data controller with
information as to the data subject’s personal data that are being
processed by or on behalf of the data controller, must comply
with such data access request within 21 days. The data subject
is entitled to:

m information as to the data subject’s personal data that are
being processed by or on behalf of the data controller; and

®m have communicated to him a copy of the personal data in
an intelligible form.

Right to rectification of errors

In the case that personal data have been supplied to the data

subject upon his request and the same is inaccurate, incomplete,

misleading or not up to date, or when the data subject knows

that his personal data are so inaccurate, incomplete, misleading

or not up to date, the data subject has the right to get it corrected

by making a written request to the data controller.

Right to deletion/right to be forgotten

The data subject has the right to request that the data
controller, without undue delay, erase personal data in the
following situations:

m the personal data are no longer necessary in relation to the
purposes for which they were collected or otherwise
processed;

m the data subject withdraws consent on which the processing
is based;

m the data subject objects to the processing;
m the personal data have been unlawfully processed; or

m the personal data have to be erased for compliance with a
legal obligation.

Right to object to processing

The data subject has the right to give “data subject notice” in
writing to the data controller to:

(i) cease the processing, or processing for a specified
purpose, or in a specified manner; or

(i) not begin the processing, or processing for a specified
purpose, or in a specified manner.

The data subject has to state reasons in the “data subject
notice” that:

(i) the processing of that personal data or the processing of
personal data for that purpose or in that manner is
causing or is likely to cause substantial damage or
substantial distress to him or to another person; and

(i) the damage or distress is or would be unwarranted.
Right to restrict processing

As explained above.

ICLG TO: DATA PROTECTION 2019
© Published and reproduced with kind permission by Global Legal Group Ltd, London

WWW .ICLG.COM

Pakistan




=
o]
i)
o
=4
(2]
[a T

S. U. Khan Associates Corporate & Legal Consultants

Pakistan

u Right to data portability

There is no such right in the Bill.
] Right to withdraw consent

The data subject has the right to withdraw his consent.
| Right to object to marketing

The data subject has the right to give “data subject notice” in
writing to the data controller to:

(i) cease the processing of the data or their processing for a
specified purpose or in a specified manner; or

(i1) not begin the processing of the data or their processing
for a specified purpose, or in a specified manner.

The data subject has to state reasons in the “data subject
notice” that:

(1) the processing of that personal data or the processing of
personal data for that purpose or in that manner is
causing or is likely to cause substantial damage or
substantial distress to him or to another person; and

(i) the damage or distress is or would be unwarranted.
] Right to complain to the relevant data protection
authority(ies)

The data subject may file a complaint before the National
Commission for Personal Data Protection against any
violation of personal data protection rights as granted under
the Bill, regarding the conduct of any data controller, data
processor or their processes which the data subject regards as
involving:

(1) abreach of data subject’s consent to process data;

(i1) a breach of obligations of the data controller or the data
processor in the performance of their functions under
the Bill;

(iii) the provision of incomplete, misleading or false
information while taking consent of the data subject; or

(iv) any other matter relating to protection of personal data.

] Other key rights — please specify

None other than the above.

6.3 On what basis are registrations/notifications made
(e.g., per legal entity, per processing purpose, per
data category, per system or database)?

This aspect will be addressed under the rules to be framed by the
Federal Government (please see question 6.1 above).

6.4 Who must register with/notify the data protection
authority (e.g., local legal entities, foreign legal
entities subject to the relevant data protection
legislation, representative or branch offices of foreign
legal entities subject to the relevant data protection
legislation)?

This aspect will be addressed under the rules to be framed by the
Federal Government (please see question 6.1 above).

6.5 What information must be included in the
registration/notification (e.g., details of the notifying
entity, affected categories of individuals, affected
categories of personal data, processing purposes)?

This aspect will be addressed under the rules to be framed by the
Federal Government (please see question 6.1 above).

6.6 What are the sanctions for failure to register/notify
where required?

This aspect will be addressed under the rules to be framed by the
Federal Government (please see question 6.1 above).

6.7 What is the fee per registration/notification (if
applicable)?

This aspect will be addressed under the rules to be framed by the
Federal Government (please see question 6.1 above).

6.8 How frequently must registrations/notifications be
renewed (if applicable)?

6.1 Is there a legal obligation on businesses to register
with or notify the data protection authority (or any
other governmental body) in respect of its processing
activities?

There are no such requirements in the Bill; however, the Bill confers
upon the Federal Government powers for rule-making. It is
expected that after the promulgation of the law, the Federal
Government, in the exercise of its rule-making powers, will notify
such procedural requirements.

6.2 If such registration/notification is needed, must it be
specific (e.g., listing all processing activities,
categories of data, etc.) or can it be general (e.g.,
providing a broad description of the relevant
processing activities)?

This aspect will be addressed under the rules to be framed by the
Federal Government (please see question 6.1 above).

This aspect will be addressed under the rules to be framed by the
Federal Government (please see question 6.1 above).

6.9 Is any prior approval required from the data
protection regulator?

This aspect will be addressed under the rules to be framed by the
Federal Government (please see question 6.1 above).

6.10 Can the registration/notification be completed online?

This aspect will be addressed under the rules to be framed by the
Federal Government (please see question 6.1 above).

6.11 Is there a publicly available list of completed
registrations/notifications?

This aspect will be addressed under the rules to be framed by the
Federal Government (please see question 6.1 above).
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6.12 How long does a typical registration/notification
process take?

This aspect will be addressed under the rules to be framed by the
Federal Government (please see question 6.1 above).

7.1 Is the appointment of a Data Protection Officer
mandatory or optional? If the appointment of a Data
Protection Officer is only mandatory in some
circumstances, please identify those circumstances.

The Bill does not have a requirement for the appointment of a Data
Protection Officer, either mandatory or optional.

7.2 What are the sanctions for failing to appoint a Data
Protection Officer where required?

In view of question 7.1 above, this is not applicable.

8.1 If a business appoints a processor to process
personal data on its behalf, must the business enter
into any form of agreement with that processor?

The Bill is silent on this aspect; however, businesses customarily
execute an agreement to this effect.

8.2 Ifitis necessary to enter into an agreement, what are
the formalities of that agreement (e.g., in writing,
signed, etc.) and what issues must it address (e.g., only
processing personal data in accordance with relevant
instructions, keeping personal data secure, etc.)?

It is not necessary, under the Bill, to enter into an agreement. However,
for the enforcement of an agreement, such formalities need to be
summarised in writing and registered under the Registration Act, 1908.

7.3 Is the Data Protection Officer protected from
disciplinary measures, or other employment
consequences, in respect of his or her role as a Data
Protection Officer?

9.1 Please describe any legislative restrictions on the
sending of electronic direct marketing (e.g., for
marketing by email or SMS, is there a requirement to
obtain prior opt-in consent of the recipient?).

In view of question 7.1 above, this is not applicable.

No such legislative restriction exists.

7.4 Can a business appoint a single Data Protection
Officer to cover multiple entities?

In view of question 7.1 above, this is not applicable.

7.5 Please describe any specific qualifications for the
Data Protection Officer required by law.

In view of question 7.1 above, this is not applicable.

7.6  What are the responsibilities of the Data Protection
Officer as required by law or best practice?

In view of question 7.1 above, this is not applicable.

7.7 Must the appointment of a Data Protection Officer be
registered/notified to the relevant data protection
authority(ies)?

In view of question 7.1 above, this is not applicable.

7.8 Must the Data Protection Officer be named in a public-
facing privacy notice or equivalent document?

In view of question 7.1 above, this is not applicable.

9.2 Please describe any legislative restrictions on the
sending of marketing via other means (e.g., for
marketing by telephone, a national opt-out register
must be checked in advance; for marketing by post,
there are no consent or opt-out requirements, etc.).

No such legislative restriction exists.

9.3 Do the restrictions noted above apply to marketing
sent from other jurisdictions?

No such legislative restriction exists.

9.4 Is/are the relevant data protection authority(ies) active
in enforcement of breaches of marketing restrictions?

A data protection authority, for the time being, is non-existent.

9.5 Is it lawful to purchase marketing lists from third
parties? If so, are there any best practice
recommendations on using such lists?

There is no law regulating this mechanism as such.

9.6 What are the maximum penalties for sending
marketing communications in breach of applicable
restrictions?

There are none, as there is no legislation to this effect.
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10.1 Please describe any legislative restrictions on the use
of cookies (or similar technologies).

No such legislative restriction exists.

12.1 What is the permitted scope of corporate whistle-
blower hotlines (e.g., restrictions on the types of
issues that may be reported, the persons who may
submit a report, the persons whom a report may
concern, etc.)?

10.2 Do the applicable restrictions (if any) distinguish
between different types of cookies? If so, what are the
relevant factors?

No such legislative restriction exists.

10.3 To date, has/have the relevant data protection
authority(ies) taken any enforcement action in relation
to cookies?

None, in view of there not being any legislation to this effect, and
the fact that no data protection authority exists.

10.4 What are the maximum penalties for breaches of
applicable cookie restrictions?

None, in view of there not being any legislation to this effect.

11.1 Please describe any restrictions on the transfer of
personal data to other jurisdictions.

No such legislative restriction exists.

The Public Interest Disclosures Act, 2017 deals with the concept of
“whistler-blowers”; however, the same primarily deals with and
focuses on public sector entities. The said Act has mandated the
Government to specify private sector entities (in the official
Gazette) to be an “organization” for the purposes of the said Act.
Primarily, the Public Interest Disclosures Act, 2017 covers the
wilful misuse of power or wilful misuse of discretion by virtue of
which substantial loss is caused to the Government or substantial
wrongful gain accrues to a public servant or to a third party. As
such, the corporate sector is not the subject matter of the Public
Interest Disclosures Act, 2017.

12.2 Is anonymous reporting prohibited, strongly
discouraged, or generally permitted? If it is prohibited
or discouraged, how do businesses typically address
this issue?

Anonymous or pseudonymous disclosures are not entertained in
terms of Section 3(5) of the Public Interest Disclosures Act, 2017.

13.1 Does the use of CCTV require separate
registration/notification or prior approval from the
relevant data protection authority(ies), and/or any
specific form of public notice (e.g., a high-visibility
sign)?

11.2 Please describe the mechanisms businesses typically
utilise to transfer personal data abroad in compliance
with applicable transfer restrictions (e.g., consent of
the data subject, performance of a contract with the
data subject, approved contractual clauses,
compliance with legal obligations, etc.).

There are no such mechanisms, in view of there not being any
legislation to this effect.

11.3 Do transfers of personal data to other jurisdictions
require registration/notification or prior approval from

There exists no legislation that requires registration/notification or
prior approval for using CCTV.

13.2 Are there limits on the purposes for which CCTV data
may be used?

There are no such limits (please see question 13.1 above).

the relevant data protection authority(ies)? Pl
describe which types of transfers require approval or
notification, what those steps involve, and how long
they typically take.

This is not required, as there is no legislation to this effect.

14.1 What types of employee monitoring are permitted (if
any), and in what circumstances?

There is no law related to this subject.

14.2 Is consent or notice required? Describe how
employers typically obtain consent or provide notice.

As there is no law, there is no legislative requirement to obtain
consent; however, consent is generally built-in within the
employment contract.
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14.3 To what extent do works councils/trade
unions/employee representatives need to be notified
or consulted?

There is no such requirement.

16.1 Describe the enforcement powers of the data
protection authority(ies).

Power Sanction Sanction
I . Complaint To seek information from Direction to local
15.1 s there a general obllga.tlon to ensure the secur.lty of redressal. data controllers. police to file a case
personal data? If so, which entities are responsible with the Court.
for ensuring that data are kept secure (e.g., — ‘
controllers, processors, etc.)? N/A Imposition of penalties. N/A
N/A To order a data controller to N/A

Data controllers, under the Bill, are responsible for taking practical
steps to protect the personal data from any loss, misuse, modification,
unauthorised or accidental access or disclosure, alteration or
destruction.

15.2 Is there a legal requirement to report data breaches to
the relevant data protection authority(ies)? If so,
describe what details must be reported, to whom, and
within what timeframe. If no legal requirement exists,
describe under what circumstances the relevant data
protection authority(ies) expect(s) voluntary breach
reporting.

The National Commission for Personal Data Protection has powers
to seek information from the data controller in respect of data
processing; however, as the said Commission is not yet in existence,
there have not been any rules issued on this matter.

15.3 Is there a legal requirement to report data breaches to
affected data subjects? If so, describe what details
must be reported, to whom, and within what
timeframe. If no legal requirement exists, describe
under what circumstances the relevant data
protection authority(ies) expect(s) voluntary breach
reporting.

take such reasonable measures
as it may deem necessary to
remedy an applicant for any
failure to implement the

provisions of the Bill.

16.2 Does the data protection authority have the power to
issue a ban on a particular processing activity? If so,
does such a ban require a court order?

The National Commission for Personal Data Protection has powers
to order a data controller to take such reasonable measures as it may
deem necessary, which may include a ban; however, as the said
Commission is not in existence, procedural aspects in relation to
having an order from the Court, etc., are uncertain at the moment.

16.3 Describe the data protection authority’s approach to
exercising those powers, with examples of recent
cases.

As the National Commission for Personal Data Protection is not in
existence, there is nothing to state regarding its approach, nor any
cases as yet.

There is no such requirement in the Bill.

15.4 What are the maximum penalties for data security
breaches?

The National Commission for Personal Data Protection has powers
to impose penalties for non-compliance and non-observance of data
security practices; however, as the said Commission is not yet in
existence, there is no quantification of such penalties.

16.4 Does the data protection authority ever exercise its
powers against businesses established in other
jurisdictions? If so, how is this enforced?

This is not applicable (please see question 16.3 above).

17.1 How do businesses typically respond to foreign
e-discovery requests, or requests for disclosure from
foreign law enforcement agencies?

The Bill is silent on this aspect; however, generally the foreign law
enforcement agencies do not communicate with businesses directly;
rather, businesses are contacted via the relevant law enforcement
agencies of Pakistan, who coordinate with businesses to respond to
foreign law enforcement agencies.
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17.2 What guidance has/have the data protection
authority(ies) issued?

No such guidelines exist.

18.1 What enforcement trends have emerged during the
previous 12 months? Describe any relevant case law.

helped keep losses to Rs 2.6m as opposed to Rs Sm to 6m. Currently,
the State Bank of Pakistan and relevant agencies are investigating the
incident. Pakistan’s Prevention of Electronic Crime Act, 2016 has
already made unauthorised interference with information systems and
transmission of data a criminal offence. Moreover, the State Bank of
Pakistan has directed all banks to take steps to identify and counter any
cyber threat to their IT systems in coordination with international
payment schemes.

18.2 What “hot topics” are currently a focus for the data
protection regulator?

Recently, Pakistani bank data were the subject of a cyber attack, with
customers receiving notification about money transfers from their
account. Following various abnormal international transactions and
complaints from customers, the affected bank immediately reacted and
shut down its system to stop further transactions. This timely action

Saifullah Khan
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As stated above, a National Commission for Personal Data Protection
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among the “hot topics” on which the said Commission is expected to
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