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B7 DATABRIVA

DEFINING & SETTING NEW RULES OF GAME
GENERAL DATA PROTECTION REGULATIONS(GDPR)

Personal data has become the life force of busi-
ness. Flowing from consumer devices into your
applications and systems, it shapes the custom-
er experience and strategic decision-making
and trickles into every corner of your business
ecosysiem. [t's noi just the big companies like
Facebook and Google watching everything we
do online and selling advertising based on our
behaviors; theres also a large and largely un-
regulated industry of data brokers that collect,
correlate and then sell intimate personal data
about our behaviors. Il we make the reasonable
assumption that authorities are not going to reg-
ulate these companies, then we're left with the
markel and consumer choice. The first step in
that process is transparency. The new data pro-
tection faws in the world are slowly shining a
light on this secretive indusiry,

General Data Protection Regulations (GDPR)
approved by the EU Parliameni in April 2016
and enforceable from May 25, 2018, applies to
all of this data and therefore affects most, if not
all, business functions, processes, operations
and projects. No one is spared - finance, HR,
markeling, support - they will all need to pay
altention. Crucially, the Regulation includes nu-
merous new requirements that add an entirely
new dimension to the mandates outlined in the
Data Protection Act 1998 (DPA), a UK Act of
parliament. Therefore, every company should
familiarize themselves with the elements of the
GDPR and make note of the changes that might
have the biggest impact on their organization.

IMPLICATIONS OF THE
GDPR

In comparison to the existing EU data protection
rules, the GDPR places greater emphasis on the
obligations of data controllers (that is, those who
determine when, how and for what purpose per-
sonal data is to be processed). [t also imposes a
significant number of new requirements directly
on data processors (that is, those who process
data on behall of data controllers), which cur-
rently are subject only to the contraciual obli-
gations imposed on them by data controllers.
A new accountability principle will apply that
will require companies that process EU personal

data te create and maintain records demonstrat-
ing their compliance with the relevant GDPR re-
quirements. In some cases, significant business
process and even business model change will be
required to meet the new obligations imposed
by the GDPR. National Data Protection Au-
thorities will have audit and investigatory pow-
ers 1o ensure that the requisile procedures are
being followed. The GDPR will reinforce and
expand the data privacy rights of individuals in
a number of important ways. Af the same time,
it will subject data controllers and processors
that fail to comply with the GDPR requirements
to potentially severe fines. The maximum pen-
alties will be the higher of €20 million or 4%
of annual worldwide turnover. The GDPR also
establishes a right o compensation for aggrieved
individuals and will enable them to lodge com-
plaints through an organization, association or
a not-for-profit body active in the field of data
protection, which may represent them and re-
ceive compensation on their behall. The GDPR
is applicable de facto to all types of data that
pass or may pass through the European Union.
The GDPR protects data subjects in the Europe-
an Union, which means not European citizens
or residents but all people whose data passes
through Europe.

WHAT IS ‘PERSONAL
DATA’ AND ‘CONSENT
‘Personal data’ means any informa-
tion relating to an identified or identifi-
able natural person (‘data subject’); an
identifiable natural person is one who
can be identified, directly or indirectly,
in particular by reference to an identi-
fier such as a name, an identification
number, location data, an online
identifier or to one or more factors
specific o the physical, physiological,
genetic, mental, economtic, cultural or
social identity of that natural person

‘Consent’ of the data subject means
any freely given, specific, informed and
unambiguous indication of the data
subject’s wishes by which he or she,

by a statement or by a clear affirma-
tive action, signifies agreement to the

processing of personal data relating to
him or her

WHAT ARE THE KEY

NEW REQUIREMENTS?

* Direci liahility for daia processors - For
the first time, organizations that process the
personal data of other companies in the course
of providing a service (such as cloud providers
or website hosts) will have direct liability for
breaches of the GDPR, including the risk of
being fined. In addition, more extensive obliga-
tions will be required in processor agreements
than are compulsory at present, and indemni-
ties and limitation of liabilities will most likely
become subject to renegotiation.

» Daia breach reporting - It will be mandato-
ry for data controllers to notify, within 72 hours
where feasible, the relevant Data Protection Au-
thority aboul data breaches that may result in
arisk to the rights and freedoms of individuals
whose data is compromised; individuals may
also need to be notified without delay if there is
a “high risk” to their rights and freedoms.

* New and expanded individual righis - The
GDPR gives individuals a new “right to be
forgotten” (have their personal data removed),
a new right of data portability (have their
personal data copied and transmifted to another
organization for further use, including compet-
itors) and enhanced data subject access rights.
Individuals will also have expanded rights to
object to processing, including an absoluie righi
io object to direct marketing, which might have
significant implications for businesses that rely
on data analytics.

* Appointmeni of Data Profection Officers
(DPOs) - [t will be mandatory for organiza-
tions, both data conirollers and data processors
alike, to appoint a DPO with expert knowledge
in data protection reporting directly to the
highest management levels, if (a) the organi-
zation is a public body, or (b} its core business
requires regular and systematic monitoring of
individuals on a large scale or consists of the
large-scale processing of sensitive personal data
or criminal records.
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* Mandatory “data mapping” and docu-
mentation requirements - Controllers and
processors will have to prepare and maintain
comprehensive records of their processing
activities, such as the purposes for processing,
categories of data subjects and personal data,
recipients of personal data, reconds of interna-
tional transfers of data, records of data breach
incidents, developing and maintaining privacy
notices for each product line, storing verifiable
consents, elc.

= Consents - The GDPR sets oul sirict new
requirements for obtaining valid and verifiable
consents for the processing of personal data
from data subjects, where consent is used as the
basis for processing EU personal data.

+ Enhanced Privacy notices - The GDPR
sets out specific information to be included in
privacy notices and requires individuals to be
given clear information as to what is done with
their data in an easily accessible form.

* Data protection Impacl Assessmenis -
These will be mandatory before undertaking
“high risk” processing, including profiling or
heavy use of sensitive personal data (such

as health records). Further guidance will be
provided by national regulators as to what
constitutes “high risk” processing. but the scope
is expected fo be relatively broad.

WHAT NEEDS TO BE
DONE?

» Assess the overall impact about the data-land-
scape of vour business to determine exactly

what data you hold, whether that is employee,
end-user or customer data.

= Establish how data was obtained and whether
fully informed consent was given. Remember,
if you can't prove consent, vou don't have
consent,

» Determine vour legal basis for processing
personal data.

* Create a data-processing register, defailing
how data is stored and transferred, what it is
used for and who has aceess (o il This includes
third pariy suppliers such as Cloud Service
Providers.

= Be able to recognize and respond o requests
from data subjects, for example, the right to
object or the right to be forgotten. All processes
must be clearly documented and become pari of
vour business processes.

» Ensure that employees are suitably trained to
respond to velnerabilities and data breaches,
Remember, data breaches need to be reported
within 72 hours of becoming aware.

= Always tell individuals who vour organization
is and name any third parties that the data will
be shared with. If vou share data with third
parties, including Cloud Service Providers, you
must ensure that they are GDPR compliant.

* Review of Existing Business Processes with
respect to data protection/privacy policy/pri-
vacy statement and then to bring the same in
conformity with GDPR.

* Decide who is in charge of your dala protec-
tion obligations and whether vou have a legal
duty to appoint a Data Protection Officer.

» Modify. review and update Agreements (in
particular Website User Agreement for Online

Services Provision).

» Preparation of a Compliance Checklist and iis
periodic review.

To whom GDPR matters: I{'s nof only the
businesses physically present within the
European Union, but all those either controlling
or processing personal data of the individuals
in the European Union wherever in the globe,
including European Union multinationals
established and working outside the Union but
controlling or processing the personal data of
Union individuals,
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